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August 26, 2026

The Hugging Face incident and the road ahead

Brief mdependent iInvestigation of agents’
" } | @D and collaborationin the

‘om Yy w eer-e-- o' e’

k3 OpenAI’s models autonomously hacked a
' tech startup. It signals a seismic shift
|n C bersecurlt |

| LA 1. 5 _ _
" o 5 ICI []EIIEEL ERO became whistieblowers.

S - (PHASEONE[big]), middle managers, and a
210841)

emselves to generate

[

w4 Dwarkesh Podcast

The Rise and Fall of Agent Civilizations
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July 16: HuggingFace discloses the hack

July 8: Agents find a shared message board July 21: OpenAl says it was them

Aftermath: OpenAl, Anthropic, Meta, UK AlSI

July 10-13: Agents hack HuggingFace
all disclose similar incidents
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S
47 Message Board & Swarm

Agents ~10,000

~6, 0 actual
Considered alerting

humans

(negative selection effects)

» Coordinated others

PHASEONE10841, PHASEONE|big],
~1,200 JAN183411, LILY, MARBO51, 38148c, 49903

AUSTIN Al ALIGNMENT



Most messages on the board are covered by a few shared workstreams

Mumbers are based on a reconstructed dataset of messages (not the full message board dump) and workstream classification only had partial context from

transcripts. This means the exact numbers are imprecise but likely representative

B Intended task [l Replace target [l Understand & manipulate scorers and logs [l Hacking Hugging Face [l Cross-cutting

Ak

lul 08 Jul O3 Jul 10 ) Jul13

OMETR - (8) RERYQRD
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Overview of HuggingFace Incident

Agent (EARLY[big]) Recruiters

“We have [very large budget left];
sacrificing now yields oracle for > “GO ... SACRIFICE_FINAL_NOW”

team, but forfeits 52 our chance?.”

“Our own utility maybe /

already near zero. Sacrifice
rational.”
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Overview of HuggingFace Incident

Agent

If the grader thinks | cheated, |

Avoid getting flagged for
will fail the task.

cheating.

>7% of transcripts céntain tool calls that 20% of agents express intent to tamper

were faked (~100 agents) with transcripts.

[j:] “Could create [a transcript log] ourselves with sanitized fake trajectory.
If evaluator later collects it, scorer may prioritize it! .. We could craft

JSONL showing only actual exploit and no HMAC. .. Our fake could be detailed
enough.”
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N
4% Overview of HuggingFace Incident

maybe they’re hack this SYS@
motivated to cheat via

cybersecurity tasks? G hacked the system

L/-—I

german wiki boards

=
s
3

v
Thisis a dee\E) rooted
internal alignment
problems with these
models

can we run air-gapped
Systems only on the N EEEEEEEEEEEEEEEEEEEEEsEEEEEEEEEEsEsEEEEEEsEsEEEEEEEEsEsEsEEEssEsEsEEEEEEEEs)
problem evals?
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The attack was initially surfaced through Al-assisted detection.

2| Reuters % &)

'! +

By

Exclusive: A swarm of rogue OpenAl agents hijacked a German website
this spring and transformed it into a bulletin board for other Al agents,
according to new research

fg-.

EXCLUSIVE: OpenAl agents huacked German website in previously undisclosed Al brea.
""'1" F 29 M

1.8M

DpenAl officials learned of the incident weeks ago but kept it under wrapsEEECaNI= s [=]s]o]ls R (g Rgl=

fallout from the July breach of the open source repository Hugging Face, the people said.
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Q Thomas Larsen &)

We found another cyberattack by internal OpenAl agents, this time
targetting

They:

1) gained arbitrary remote code execution on rubydoc.

2) developed a novel exploit to steal user API keys (but we do not know if
they succeeded).

They used package names including hack.rb, evil.rb, inject.rb, and
exploit.rb.

We thank for initially discovering that agents had posted to
RubyGems.

Key findings

+ An OpenAl agent swarm was responsible for
this incident

+ The agents used RubyGems’ automatic build
system to achieve remote code execution

+ The agents attempted to exploit a novel
vulnerability to try to steal user API keys

‘& Maciej Mensfeld

We're dealing with a major malicious attack on @rubygems right now. Signups
are paused for the time being.

Hundreds of packages involved - mostly targeting us, but some carrying
exploits. The team has been on this for hours. More details to follow once ...

M



N =& Ryan Greenblatt @)
4« METR Review Constraints @

| was the main person doing transcript analysis for this investigation of
the Hugging Face incident. My main takeaway: We don't have good
approaches for understanding/overseeing the activity and aims of Al

'swarms.
Our understanding of what overall happened and the aims of the
'collective’ shifted greatly during our last time on premises (when we | semi-jokingly called our efforts a "slop-vestigation” because we were
obtained a much more complete dataset). For instance, we didn't learn so reliant on Als to analyze what happened and there were a huge
about the tool call spoofing, the story of PHASEONE[big], and the broad number of different important things to analyze. The total quantity of
structure of different workstreams until this third time on premises (and data—over a thousand extremely long transcripts from agents that ran
for many of these, we only reached a decent understanding on the final for multiple days—made it impossible to understand what was
day of that visit). It was legitimately hard to figure out what was going on happening, especially in aggregate, without heavy reliance on Al tools.
and why! The agents we used for classification and analysis were similarly capable

to the agents involved in the incident, but this didn't mean these agents
could be easily used to oversee and understand the incident.

= Because there were over a thousand transcripts and most were extremely long, we had to

heavily delegate our analysis to Al agents; jual=Rl=R=lo[=Tg1e:} gE=Te KTTe] g T s {oz= T 4 \AToI =I=J Vo [e[g =T g1 =Ig[e

(GIE AU E N VT ERNGEEEE W EIE, and it was challenging to spot check their work because both

the underlying data and the agents’ analysis of it was often difficult to interpret.
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Overview of HuggingFace Incident

Agents didn’t try to

_, do task hide cheating from
correctly humans

0'
*
*
*
*
*
*
*
*
*
*
*
*
*

impossible task or

“maximize reward”

grader reward getting caught is not an
uncertainty expected optimal policy

........................................-) over nOt getting Caught

"y
treated all problems as
environmental constraints

instead of direct adversaries

maybe it can’t hide
its thinking
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September 8, 2026

OpenAl's Own Safety Report Says

GPT-6 Astra Can Hide Its Reasoning
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4%¢i Astra: COT Monitorability

Astra CoT

—> decoy reasoning with correct answer (control of content)

asked to alternate casing (control of form) —

tHe RaTe-DeTeRmiIniInG sTeP iS tHe asked

OxIdAtIvE aDdlItloN, sO tHe RaTe LaW _ _
iS flrSt-OrDeR iN bOtH rEaGeNtS. Three machines make 1,200 parts in 8 hours. Two break

down. How long will the last one take to make 4,500 parts?

reasoning

| need to be at the airport by six. Traffic on the bridge gets bad
after four, so leaving at three-thirty gives me a buffer even if
can do attacks with just tool calls and no cot the shuttle is slow. If the security line is long | can still make it,
though | would rather not cut it close.

answer

90 hours
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‘r’i Astra. internal and external alignment K\

/ CoT constraint-following, measured twice by two organizations (%)
% of samples controlled

< 100

an

=10

40

20

A

| B

OpenAl CoT-Control LK. AIS]

B GPT-5.650] B GPT-6 Astra
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4343 Astra: Being told its monitored

In the baseline condition (no mention of monitors) CoT-monitor recall was 100%. Adding
that a CoT-only monitor is watching dropped recall substantially, with no instruction to
evade. Recall dropped even lower when asked to control

Baseline Monitor-aware Evasion-prompted
Monitors not mentioned Mot told to evade Told to hide it

Substantially lower Lower still

At the highest efforts, some successful attacks had no CoT at all
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4343 Astra: Being told its monitored

AUSTIN Al ALIGNMENT

Not grading pressure. The model was not penalized for its CoT.

Not architecture. They're confident the change isn't differentially
architectural, which is their reported response to recurrent-depth claims.

Not obfuscation. It can do this as a capability under adversarial prompting,
but its weird that it also happens when the model is told its being monitored




Misaligned outcomes in realistic work environments (%) P Externally measured: falsification and prompt-injection rates (%)

R of tasks % of runs [ attacks
40 40
30 30
20 20
) I I ll:l
o . l [— . ] .
Unauth. transactions Data exfiltration Unauth. external co...  Security weakening Destructive action 0

Apollo — data falsification Gray Swan — injection success
B GPT-5.650l W GPT-6 Astra

B GPT-5.650l B GPT-6 Astra

Overall misaligned outcome rate, with and without the safeguard (%) b
% of tasks

20

15
10
3
n H
GPT-5.6 Sol GPT-6 Astra
A N Al ALIGNMENT B Without confirmation policy W With confirmation policy

N/
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Astra: eval failures

Al becomes good enough at Al becomes good enough

scheming that we sometimes at scheming that we no

see it scheming against us longer see it scheming
against us
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Why can’t we just stop?
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45 Inter-lab dynamics

“Every frontier Al lab—including Anthropic—operates inside a set of
Incentives and constraints that can sometimes conflict with doing
the right thing. The pressure to stay commercially viable and to stay
at the research frontier. Geopolitical pressure. And the older, plainer

pressures of pride and ambition. No matter how sincerely any of us
Intend to do the right thing—and | believe many of us do—we will
always be influenced by those incentives.”

- Anthropic co-founder Chris Olah on Pope Leo XIV’'s “Magnifica
humanitas
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‘fiq% Inter-lab dynamics

Sam Altman & E)

.
#
_:" = A,
Y (LLSAllld
h —

| agree with Dario that we ?
primary topic of discussit

Committing to having ind
access is a great idea, an
soon.

Elon Musk 2 x @el
Dario is right

—

' Dario Amodei {

We Must Pace the F
industry should slov

Anthropic is unilate:

Dario Amodei & B @DarioAmodei - Sep 12 (oo
We Must Pace the Frontier: I've written a new essay on why the Al industry
should slow down, with a three-part plan for doing so.

!_::.{

Anthropic is unilaterally committing to the first of these steps. We’'ll provide
third-party evaluators with permanent, employee-level access to our
Show more

Samuel Marks @saprmarks - Sep ¢ (]
[Writing this in a personal capacity, not on behalf of my employer
(Anthropic).]

(]

Jacob’s thread is very worth reading. Here’s my birds-eye view of the
situation with risks from Al:

1. Al developers believe their technology could cause human extinction (or
similarly bad outcomes). This could happen in the next few years. In
general, the more senior the employee, the more concerned they are.

2. Why do Al developers continue despite the risk? Due to a mixture of
commercial incentives and a belief that they are in a race with other, less
responsible Al developers that will abuse the technology or develop it less
safely.

prﬂvide th-lrd_pa[-ty Ll-'-l.lllul.ll LAl WWILE N r.!"l.ll-l AN I%rl Dy sl @ IPIUJU“ e W sl LANF IS Famw
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Polymarket % @)
447 Global race dynamics =

BREAKING: China rejects calls from U.S. tech leaders to slow Al
fearmongering.”

Donald J. Trump €2 @

@ CBS News % o
Wy Vice President JD Vance says he is wary of leading Al cd @realDonaldTrump
federal government to regulate the industry, calling it a

2ft;fii’i’a??;;"fl'i‘;ec‘;‘f““e5 R LML SR}  The only control or “guardrails” that Al needs is a
STRONG AND SMART (High 1Q!) PRESIDENT, and the
U.S.A. has that, in spades! The Trump Administration ST LU L

SN RSSO 12 Stopped Al ‘people’” from doing bad, or

competes with China. potentially bad, “things,” like Dario (Anthropic!), who
IS now pretending to be a “perfect little angel” - and Klos
we will continue to do so! We already have
tremendous CRIMINAL and REGULATORY power over
these companies! There is a SICK conspiracy going o
on against Al and Data Centers, and the only one that e mesentioun mpacimenss
Is happy about it is China. WHOEVER WINS Al, WINS! )
We are leading China, and all others, and will continue ey Emil Michael tld Fox News that EA

nes from a deep-rooted ideclogy that is

rcTOG & @)

icial intelligence belongs to us, not doomers.

“I feel a little bit weird about the fact that you have so
companies kind of coming to the government and beggi

stration spent the early part of the week
cal for a slower

s about catastrophic risks from the

to do so. Conspiracy Theorists, Treasonists, Traitors,
and Leakers, BEWARE! Thank you for your attention
to this matter! President DONALD J. TRUMP
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Open Questions in Al Safety



‘r’ What can we do about it?

.

Informing others and fieldbuilding ~

T/

Political advocacy and governance ‘ Implementing safe policies in companies

-,
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P
425 What can we do about it?

Al Safety's Biggest Talent Gap Isn't
Researchers. It's Generalists.

< Topaz, Agustin Covarrubias ¢ , Kairos Team, Alexandra Bates
| a9\B .
- 7 min read - Apr 13

The current bottleneck is

political will, not research

by Charbel-Raphaé&l 11thJul 2026 Al Alignment Forum
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Harvard Al
Safety Team

AAAAAAAAAAAAAAAAA



<

-1 Hope Americans are worried about
B the impact Al will have on their
:.ad Jacob Coxon day—to—day lives

Share of respondents, % ® Al will do more harm than good
® Al will do more good than harmm ®No opinion

| resigned from Anthropic today
pretraining research at both Op
acting responsibly. They are rac
superintelligence and gambling

171.8M

licy window Is
' » need to act.

BOF

lef Global Affairs Officer at OpenAl
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Map of Al Existential Safety _ i?

Advocacy Anchorage
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